£ Dechert..

Private Equity

JULY 2003 / ISSUE 7

Federal Trade Commission Provides
Guidance for Safeguarding Consumer
Information and Reminder Regarding Privacy
Procedure Requirements for
Unregistered Funds and Advisers

Asareminder to al of our clients who are
managers of private investment funds and
investment advisers that are not registered with
the Securities and Exchange Commission, the
Federal Trade Commission (“FTC") has
implemented rules to protect customers
nonpublic personal information. The Federa
Trade Commission established its privacy rules
under the “Privacy of Consumer Financial
Information” regulations (the “FTC Privacy
Rules’).* These rules require private equity
funds to adopt written privacy procedures and
to provide investors with an annual notice of
the fund's privacy policies and procedures, as
discussed in further detail in this Update.

The FTC Privacy Rules apply to financial
institutions not otherwise regulated by a U.S.
federa regulatory agency (e.g., the SEC, CFTC
or the Banking Agencies), including private
investment companies (such as hedge, buyout,
private equity, venture capital and other private
funds) that qualify for an exception from
regulation under Section 3(c)(1) or 3(c)(7) of
the Company Act? as well as private investment
advisers and state registered investment
advisers.

The FTC Privacy Rules (specifically, the
Safeguards Rule)® require private investment

funds to develop and implement a
comprehensive written information security
program (“ISP”) containing administrative,
physical and technical safeguards deemed
appropriate based on the firm’'s size and
complexity, and the nature and scope of its
activities. In addition, the FTC has posted
guidance for implementing an ISP on its web
site as discussed in more detail below.

The Safeguards Rule also contains a
requirement that covered financia ingtitutions
like private funds and private or state registered
advisers contractually reguire their service
providers to implement and maintain
appropriate safeguards to protect customer
information. The deadline for bringing service
contracts entered into on or before June 24,
2002, into compliance with this requirement is
May 24, 2004. All service contracts entered
into after June 24, 2002, must contain the
required safeguards provisions.

* Privacy of Consumer Financia Information; Final Rule (FTC), 16
C.F.R. 8313 (May 24, 2000).

2 The Staff of the Division of Investment Management made this
position clear in a FAQ published in June of 2001. See Staff
Responses to Questions About Regulation S-P available at
http://www.sec.gov/divis ons/investment/gui dance/regs2qga.htm.

¢ Standards for Safeguarding Customer Information; Final Rule (FTC),
16 C.F.R. §314 (May 23, 2002 (the “ Safeguards Rule”).
=
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FTC Privacy Rules Generally

Generaly speaking, the FTC Privacy Rules contain
four requirements:

= A financia ingtitution is required to notify its
customers of its policies and practices
regarding non-public personal information at
the beginning of the relationship (i.e., from the
time that the subscription agreement is
accepted or the investment advisory contract is
entered into) and thereafter on an annual basis.

= Customers are permitted to “opt out” of the
disclosure by the financia institution of non-
public personal information to certain non-
affiliated third parties.*

s The FTC Privacy Rules limit the ability of the
financial ingtitution to disclose an individual’s
non-public personal information to third
parties.

s The FTC Privacy Rules require the financial
institution to establish safeguards to maintain
the security of customer information.

In addition to the obligation to prepare and deliver a
privacy notice, covered financia institutions must
develop appropriate safeguards and procedures to
protect the security of nonpublic persona
information (“NPI"), (e.g., name, address, phone
number, income, bank account information, credit
history and Social Security number) of their
customers. The FTC issued its Safeguards Rule to
establish certain standards for developing
appropriate safeguards and procedures.

Implementing an ISP

To assist financia institutions in complying with the
Safeguards Rule, in September 2002, the FTC issued
guidance with respect to the implementation and
monitoring of an ISP and the oversight of afinancial
institution’ s third-party service providers.® To
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implement a sound plan, the FTC suggests that
companies covered by the Safeguards Rule train
employees regarding basic security measures such
as: locking rooms and/or filing cabinets where
records are kept, using password-activated screen
savers and strong passwords (at least eight characters
long), changing passwords frequently, and reporting
any fraudulent attempt to obtain customer
information to the appropriate law enforcement
agencies. The FTC also suggests that companies
may want to check the references of any potential
employees who would have access to customer
information, and ask each new employee to sign an
agreement to follow the company’s confidentiality
and security standards for handling that information.
The Safeguards Rule requires financia institutions to
maintain security within their information systems.
The FTC's publication notes that this includes
network and software design as well as information
processing, storage, transmission, retrieval and
disposal. To accomplish this, the publication
suggests that companies should consider, among
other things: storing all records in a secure area,
providing for secure data transmission, and
disposing of customer information in a secure
manner. Finaly, with respect to managing system
failures, the publication suggests that companies
should follow a contingency plan to address security
breaches; regularly update firewalls and antivirus

+ Under the FTC Privacy Rules a covered financial institution such as a private
fund or investment adviser must provide its customers with the right to “opt
out” if it proposes to disclose the individuals' “non-public personal
information” to a non-affiliated third party not excepted under the Rule. In
such cases, a private fund or investment adviser must give individuals a
reasonable means and opportunity to exercise this opt-out right. The Rule
suggests that “reasonable means’ include, among other things, areply form
sent together with the opt-out notice or a toll-free number that individuals may
call to opt out, and that an opt-out period of 30 days is a reasonable period
from the date of notice during which an individual may exercise his or her opt
out. See 16 C.F.R. §317(&)(2) and §313(10)(a)(3). If afund or adviser
chooses not to share an individual shareholder’s non-public personal
information with any non-affiliated third parties (except for permissible
disclosure to service providers and joint marketers or pursuant to one of the
other exceptions in the FTC Privacy Rules), individua shareholders are not
required to be provided with an opt out.

® See Financia Institutions and Customer Data: Complying With the Safeguards
Rule available at http://www.ftc.gov/bep/conline/pubs/buspubs/safeguards.htm.
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software; and regularly check with software vendors
to obtain and install patches to repair software
vulnerabilities.

Practical Advice

Covered financial institutions like private equity
funds and private and state registered investment
advisers should send a privacy notice to all
customers on an annual basisin order to comply
with the FTC Privacy Rules. If the private fund or
investment adviser does not disclose its investors' or
clients personal financial information for marketing
purposes other than as permitted by the regulation,
no opt-out right or opt-out notice is required. All
new customers must receive the initial notice at the
time that the relationship is established. Generally,
private fund managers should consider placing their
privacy notice and sharing practices in the fund's
subscription document, and investment advisers
should consider (1) attaching their privacy notice to
the advisory agreement and (2) placing a provision
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in their advisory contract whereby the advisory
client acknowledges receipt of the adviser’'s privacy
notice. With respect to the annual notice
requirement, it is a good practice to include the
privacy notice with the customer’s year-end
statement. For your reference, we provide as Exhibit
A on the next page a sample privacy notice for
private equity funds.

Financia ingtitutions such as private fund sponsors
and other investment advisers should have in place
written privacy policies and procedures, tailored to
their businesses, that address the elements identified
by the FTC as critical to an ISP and should begin the
process of identifying third-party service provider
contracts that will reguire re-negotiation. Service
contracts entered into after July 24, 2002, should
contain detailed confidentiality provisions that,
among other things, prohibit the provider's
disclosure or use of any consumer NPI that it
receives other than in accordance with the contract
to ensure compliance with the Safeguards Rule.
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Exhibit A

Protecting Your Privacy

At XYZ Fund, LP (“XYZ"), maintaining the trust
and confidence of our investors is of paramount
importance. We are committed to safeguarding
your personal information and providing you with
facts about how this information may be shared.
Please read this notice to learn more about our
privacy policies.

This notice replaces all previous statements of our
privacy policy and may be amended at any time.
We will provide you with annual reminders of our
policies and with revised policies if there are any
changes in how we handle your personal
information. If you end your relationship with
XYZ, wewill continue to adhere to the policies and
practices described in this notice. If you have any
questions about this privacy policy you may call us
at (800) 555.5555.

Information That We Collect

In connection with our provision of services to you,
we obtain non-public personal information about
you, which may include the following:

B Information we receive from you on
applications or other forms including your
name, address, Social Security number,
assets and income.

B Information about your transactions with
us or with others.

Information That We Share
We use or share information in a limited and
carefully controlled manner. We do not disclose

any non-public information about our investors or
former investors to anyone, except as permitted by
law, unless authorized by you. Instancesin which
we may be required to share your information
include:

B Disclosure to companies that provide
services necessary to effect a transaction
that you request or to service your
account, such as prime brokers,
accountants, banks, attorney or
administrators.

B Disclosure to government agencies,
courts, parties to lawsuits or regulators, in
response to subpoenas. In such cases, we
share only the information that we are
required or authorized to share.

Confidentiality and Security

The security of your account information is
important to us. Only those persons who need your
information to perform their jobs have accessto it.
In addition, we maintain physical, electronic and
procedura security measures that comply with U.S.
regulations to protect your information. Our
employees have limited access to your personal
information, based upon their responsibilities. All
employees are instructed to protect the
confidentiality of your persona information as
described in these policies, which XY Z strictly
enforces.
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If you have any questions concerning the application of the consumer privacy regulations to your business,
require assistance in implementing the FTC’ s Safeguards Rule or updating your current privacy procedures,
please contact any of the following Dechert partners or the Dechert attorney with whom you regularly work,
or visit www.dechert.com/privateequity.

Practice group contacts ... B

AdrienneM. Baker . ........... i +1.617.7287151 .............. adrienne.baker@dechert.com
Cal A.deBrito ... +1.212.6983543 .............. carl.debrito@dechert.com
David S.Denious ... ......coviiiininnnnnn +1.215.994.2177 ............. david.denious@dechert.com
JonathanL.Drake ...........c.ccviiiiiiinennann. +1.215994.2794 .. ............ jonathan.drake@dechert.com
SaahB.Gelb .......... +1.215994.2763 . ............. sarah.gelb@dechert.com

Paul Gluck ...... ..o +1.212.698.3533 .. ............ paul.gluck@dechert.com
CraigL.Godshal ............. i, +1.215994.2491 ............. craig.godshall @dechert.com
GayL.Green ..........iiiiiiii i +1.215.994.2656 .............. gary.green@dechert.com
RonadR. Jewell ........ ... ... ... .. ... ... ... +1.212.6983589 ............. ronald.jewell @dechert.com
GerhardKaiser ... +496997168245 ............ gerhard.kaiser@dechert.com
JohnD.LaROCCA . ... vveve i +1.215994.2778 ............. john.larocca@dechert.com
Glyndwr P.LObO .......... i +1.212.698.3567 .............. glyndwr.lobo@dechert.com
Roger Mulvihill ... ... ... +1.212.6983508 ............. roger.mulvihill @dechert.com
G.Danidd ODonnell .............. ... ... ... .... +1.2159942762 .............. daniel.odonnell @dechert.com
SangH.Park ......... .. . +1.212.698.3561 .............. sang.park@dechert.com
CamenJ ROMano .............covvvininnnnn .. +1.215994.2971 .............. carmen.romano@dechert.com
DavidE.Schulman............... ... .. ... .. .... +442077757437 ... ... ... david.schulman@dechert.com
Robert Seber .......... .. ... .. +1.212.698.3560 .............. robert.seber@dechert.com
Geddine A.Sinatra . ...t +1.215.994.2824 ............. geradine.sinatra@dechert.com
Joseph J. Smallhoover ............ ... oL +33153650517 ............ joseph.smallhoover @dechert.com
DavidWallis ........... ... +44 2077757595 . ... ......... david.wallis@dechert.com
RichadP.Wild ......... ... ... .. .. +1.215994.2670 .............. richard.wild@dechert.com
Barton J Winokur .............c.oiiiiii.. +1.215994.2505 ............. barton.winokur @dechert.com
BruceB.Wood . ... +1.212.6983531 ............. bruce.wood@dechert.com
KathleenZiga ... ... +1.215994.2674 .............. kathleen.ziga@dechert.com
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