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M illions of Americans daily use their 
work email accounts, computer net-
works and smartphones to send 

and receive personal messages. Most do 
so without seriously considering whether 
their employers permit or prohibit such 
non-business and unofficial use of their 
work accounts, or whether their employ-
ers could or do monitor and review such 
messages and the implications of such a 
right to monitor. Indeed, given the hours 
spent at work and the ubiquitous nature 
of electronic messages as a mode of com-
munication, it would be virtually impossible 
for many employees not to use their work 
accounts for personal messages.

In recognition of this reality, many 
employers now expressly permit limit-
ed incidental personal use of employer-
provided email accounts and computer 
hardware (while specifically prohibiting 
illegal or offensive communications, such 
as transmitting pornography, engaging 
in sexual harassment, forwarding junk 
emails, and installing pirated, copyrighted 
or unauthorized materials). Most policies 

also provide that the 
employer may review 
messages transmit-
ted through or stored 
on work accounts and 
systems, regardless of 
whether the employer 
in fact conducts such 
a review.

A recent decision from 
the U.S. District Court for 
the Eastern District of 
New York, United States 
v. Finazzo,1 highlights 
the personal risk that an 
employee’s use of a work 
email account to send or 
receive otherwise privi-
leged and confidential 
communications—for example, with a 
spouse, personal lawyer, or doctor—will be 
deemed a waiver of the applicable privilege. 
Finazzo reflects the recent trend of courts 
finding that the employee has no reasonable 
expectation of privacy in these circumstanc-
es, thereby vitiating any privilege.2

This article examines the practical impli-
cation of the Finazzo decision, from the 
perspective of both the employee and the 
employer. We begin by analyzing Finazzo, 
then discuss what an employee should con-
sider in deciding whether to use work email 
for personal communications, and conclude 

by addressing the pros and cons of different 
personal use and privacy policies employers 
could implement.

Finazzo involved a criminal prosecu-
tion, and ultimate conviction, of a former 
executive of clothing retailer Aéropostale. 
Christopher Finazzo was charged with 
participating in a kickback scheme in 
which he received a portion of the profits 
on Aéropostale’s purchases from South 
Bay Apparel. The kickback scheme alleg-
edly defrauded Aéropostale by depriving 
it of the ability to make informed and 
sound purchasing decisions, and by caus-

ROBERT J. JOSSEN and NEIL A. STEINER are litigation part-
ners at Dechert in New York, where they practice in the 
white collar and securities litigation group.

LitigationLitigation
A  N E W  Y O R K  L A W  J O U R N A L  S P E C I A L  S E C T I O N 

Personal Email at Work: 
What Expectation of Privacy?



ing it to overpay for goods purchased 
from South Bay.3

The scheme was uncovered during an 
unrelated internal investigation. The inves-
tigating firm discovered an email to Finazzo 
from his personal trusts and estates attorney 
that had attached a list of Finazzo’s assets 
for purposes of preparing a will. The sched-
ule of assets showed that Finazzo was a co-
owner of South Bay with Douglas Dey, and 
also co-owned several other companies with 
Dey, none of which had been disclosed to 
Aéropostale.4 Finazzo claimed that (i) he 
never consented to or encouraged his attor-
ney to send privileged emails to his work 
account, (ii) he did not know the lawyer 
was going to send the email to his work 
account, (iii) he immediately forwarded it 
to his personal account and deleted it from 
his work account, and (iv) he instructed 
his lawyer not to send emails to his work 
account again.5 Finazzo therefore argued 
that the email was privileged and should 
not have been produced to the government 
by Aéropostale. He thus sought to have it 
excluded from evidence in his criminal trial.

The district court rejected Finazzo’s 
motion in limine to exclude the email. The 
court first noted that Finazzo had the burden 
of proving that the email was privileged, 
including showing that it was made and 
maintained in confidence. In deciding the 
motion, the court applied a four-factor test 
first developed in In re Asia Global Crossing.6 
Under this approach, the court evaluates: 
(1) whether the employer’s policies permit 
or prohibit personal use; (2) whether the 
company monitors use of the employee’s 
email; (3) whether third parties have a 
right of access; and (4) whether the com-
pany advised the employee or whether the 
employee was aware of the use and moni-
toring policies. As a result of this analysis, 
the court held that Finazzo had waived the 
attorney-client privilege over the email his 
lawyer sent to his work account.

Specifically, although there was some dis-
pute whether the policy in effect in 2006 
when the email was sent prohibited all per-
sonal communications (the 2004 policy) or 
permitted limited personal use of the work 
email account (the 2007 policy), both poli-
cies warned employees that they “should 

have no expectation of privacy when using 
Company Systems.”7 Moreover, between 
2002 and 2006 Finazzo repeatedly had 
affirmed that he had read and was familiar 
with the company’s Employee Handbook, 
which contained the policy on use of com-
pany technology systems. Even though there 
was no evidence that Aéropostale actually 
monitored employee emails, the court con-
cluded that Finazzo’s acknowledgement of 
the policies that permitted Aéropostale to 
review such emails defeated any claim that 
he had a reasonable expectation of privacy 
in emails sent from or received in his work 
email account.

Finazzo highlights the precarious choice 
an employee confronts when deciding 
between the convenience of using work 
email account for privileged personal emails 
and the more cumbersome process of using 
a personal account or communicating in 
another fashion, such as by telephone or an 
in-person meeting. In today’s world, there 
is often an expectation—indeed, almost a 
societal mandate—that messages must be 
read and responded to promptly. To have to 
log in to a personal email account to check 
for messages may be viewed as a hassle, and 
will certainly add delay to opening the email 
and the response time. For many messages 
that arguably could be privileged, such as 
routine emails with a spouse about the day, 
schedules, child coverage and the like, there 
generally is no concern with using a work 

account. But for other messages—about 
unhappiness at work, considerations of job 
changes, or confidential medical or financial 
information, as but a few examples—more 
care needs to be taken.

Unless company policy clearly provides 
that personal emails from a work account 
will be maintained in confidence and not 
monitored or reviewed by company per-
sonnel or third parties, an employee must 
seriously consider the very real risk that 
privilege will be waived before communi-
cating with a personal lawyer from a work 
email account—whether about revising 
a will, matrimonial issues, civil litigation 
or potential regulatory or criminal inves-
tigations. Except for the most innocuous 
of scheduling emails, the convenience of 
using a work email account typically will 
not justify the risk of a privilege waiver. 
Thus, the best practice for the most sensi-
tive of confidential, privileged discussions 
often remains a telephone conversation 
or face-to-face meeting. Indeed, while any 
privilege waiver should be limited to the 
actual emails sent or received in the work 
account, it is possible that frequent use of a 
work account could lead to claims of a sub-
ject matter waiver for all communications 
with counsel on a particular topic. Finazzo 
also cautions that one must exercise care in 
giving a work email address to lawyers or 
other with whom the employee may com-
municate in confidence on non-business 
related matters, unless clear instructions 
are given as to what emails may be sent to 
the work account.

For the employee’s lawyer, sending 
emails to a client at a work email address 
may be particularly troubling. Underlying 
the Finazzo decision was the determina-
tion that the lawyer’s unsolicited sending 
of a single email to the client at the work 
address amounted to a waiver of the privi-
lege. Finazzo underscores the caution that 
communications with an employee-client 
through work email are fraught with risks. 
A lawyer should explain to the client that 
work email is not an effective means of com-
munication with counsel and that at most 
a message “to call” or “I need to discuss an 
issue” should be the limits of these com-
munications.8 Moreover, unless the client 
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has consented to such communications, if 
an email to the work account results in a 
privilege waiver, the lawyer may well have 
exposure under the applicable professional 
conduct rules.9 And if the waiver injures the 
client’s case, the lawyer could potentially 
face a malpractice claim.

For the employer, it may seem obvious to 
adopt a computer use policy that permits 
limited personal usage of company accounts, 
warns employees that emails to or from a 
work account can be reviewed at any time 
and therefore the employee should not have 
an expectation of privacy with respect to any 
such emails. Anecdotally, this appears to be 
the most common type of policy currently 
in force. But it is not that easy.

With the extensive use of email for quick 
personal communications during the course 
of the workday, if the employer’s policy 
expressly provides that personal emails 
on a work account are not confidential, it 
may hurt morale among employees who 
believe that their employer should respect 
their privacy. In addition, some employ-
ees may instead shift to using personal 
email accounts for such messages. That 
will require constant checking of personal 
email accounts from work computers—or if 
such access is not permitted, from personal 
smartphones—which can be a time-consum-
ing, productivity-reducing distraction.

Likewise, if company policy makes 
it likely that personal emails using an 
employee’s work email account are not 
privileged, the company may find itself 
the recipient of nonparty subpoenas in 
various litigations involving the person-
al affairs of its employees, in the hope 
that litigants will discover otherwise 
privileged emails that lose their protec-
tion because they are on the company’s 
servers.10 That may prove expensive 
and annoying to the company, as well 
as further affect the morale of employ-
ees who believe this an unfair invasion of 
their privacy. Moreover, in some circum-
stances—such as an employee consulting 
with personal counsel about whether a 
particular company practice is legal—it 
may be in the company’s interest for the 
employee to be able to assert privilege 
over the document. In fact the company 

and the employee may have a common 
interest with respect to the subject mat-
ter that could be harmed in the event the 
employee was deemed to have waived 
the privilege over the email. Whether 
a common interest privilege could pro-
tect such a communication remains an 
interesting question not reached by the 
Finazzo decision.

On the other hand, a company policy 
that provided employees with a reason-
able assurance that personal emails with 
spouses, lawyers and doctors would remain 
privileged has problems of its own. First and 
foremost, if a company undertakes not to 
monitor or review such emails, it must follow 
through on such a commitment. A company 
with such a policy could face claims from its 
employees if privileged emails are reviewed, 
inadvertently or otherwise, by network 
administrators or supervisory personnel. 
Many employers may be reluctant volun-
tarily to undertake new and potentially bur-
densome obligations. As a practical matter, 
it may not be possible for some employers 
to implement a system in which personal 
emails are segregated and not subject to 
monitoring or review by information tech-
nology personnel in the course of system 
upgrades, routine maintenance and trouble-
shooting. And employers in some industries 
may face regulatory prohibitions against, or 
at a minimum serious questions from regu-
lators about, disclaiming responsibility for 
monitoring or reviewing certain categories 
of email communications.

Regardless of the precise policy a com-
pany chooses to adopt and implement, it 
is critically important for the employer to 
comply with its policy and to communicate 
clearly and accurately with its employees 
about the policy. Thus, if the employer 
adopts a policy that it will not review or 
access personal emails or a limited subset 
of personal emails (for example, by permit-
ting employees a secure workspace within 
their work accounts where privileged per-
sonal emails may be stored), it must strictly 
adhere to that policy. Similarly, if company 
policy provides that the company in fact 
monitors and reviews emails, the company 
should actually do so, lest it potentially find 
itself liable for failing to uncover improper 

or criminal activity that it had no duty to 
discover but for its undertaking to review 
emails. And, if a company follows the popu-
lar current practice of reserving the right to 
review emails even though it typically does 
not undertake such a review,11 it needs to 
make clear to its employees that they should 
not have an expectation of privacy if they 
use their work accounts for personal emails, 
that such emails therefore may well not be 
privileged, and that any personal use of the 
email system is at the employee’s own risk.
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