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California Consumer Privacy Act E�ective January 1: UPDATE

Tuesday, December 3, 2019

The California Consumer Privacy Act of 2018 (CCPA) is scheduled to go into e�ect on January 1, 2020. Applauded
by many consumers and privacy advocates, the sweeping legislation places onerous new requirements and
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restrictions on businesses that collect and sell personal information of California residents. Information
regarding the CCPA’s substantive requirements is available in Global Privacy Law Update.

Amendments

On October 11, 2019, California Governor Gavin Newsom signed �ve CCPA amendments (AB 25, 874, 1146, 1355
and 1564) as well as an amendment to California’s data breach law (AB 1130). While noteworthy, these
amendments leave most of the core aspects of the law intact. In short:

AB 25 temporarily excludes employment (and similar) information from many of CCPA’s requirements until
January 1, 2021, a particularly noteworthy amendment for business-to-business companies that do not
otherwise interact with personal information of California consumers. However, the exemption does not apply
to 1798.100(b), which means that businesses with California resident employees, job applicants, owners,
o�cers, contractors, directors or medical sta� members still must provide notice to those California residents
that the business is collecting personal information at or before the point of collection, and inform those
individuals of the categories of personal information to be collected, why it is being collected, and how it is
going to be used. The exemption likewise does not apply to the private right of action that CCPA a�ords to
consumers when their personal information is breached, meaning employees will have cause of action against
their employers in the event of a data breach.

AB 874 gets rid of the prior conditions regarding what constitutes “publicly available information” and
clari�es that “personal information” does not include de-identi�ed or aggregate consumer information.

AB 1146 exempts from the “right to opt out” vehicle and ownership data retained or shared for the purpose of
vehicle repair covered by a vehicle warranty or a recall, and exempts from the “right to request deletion”
personal information necessary to ful�ll the terms of a written warranty or product recall.

AB 1355 allows for di�erential treatment of a consumer that is reasonably related to the value provided to the
business by the consumer’s data, and clari�es that a business’s privacy policy must disclose the right to
request speci�c pieces of information in general, and the categories of personal information sold for
each category of third party, rather than “each third party.”

AB 1564 modi�es the methods that a business must make available to consumers for submitting requests to
exempt businesses that operate exclusively online from the requirement to maintain a toll-free phone
number.

AB 1130 revises the de�nition of personal information to include unique biometric data and tax identi�cation
numbers, passport numbers, military identi�cation numbers, and unique identi�cation numbers issued on a
government document. It also authorizes a notice of a breach involving biometric data to include instructions
on how to notify other entities that used the same type of biometric data to no longer rely on the data for
authentication purposes.

Proposed Regulations 
On October 10, 2019, the California Attorney General released the long-awaited draft regulations for the CCPA.
While the proposed regulations provide businesses with some practical guidance on how the Attorney General
interprets and will enforce key provisions of the CCPA, they do not provide the clarity many businesses desired.
In fact, the regulations also create additional substantive legal requirements, including:

New disclosure requirements for privacy policies regarding methods for submitting requests to exercise rights
under the CCPA

New disclosure requirements for businesses that collect personal information from more than four million
consumers

Businesses must acknowledge the receipt of consumer requests within 10 days
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Businesses must honor “Do Not Sell” requests within 15 days and inform any third parties that received the
personal information of the request within 90 days

Businesses must obtain consumer consent to use personal information for a use not disclosed at the time of
collection.

The draft regulations contain �ve main components, three of which are particularly signi�cant for businesses to
ensure compliance with the CCPA: (1) notices to consumers, (2) handling consumer requests and (3) veri�cation
requirements. The following provides an overview of the key provisions of the draft regulations.

Notice to Consumers

Article 2 of the draft regulations (pages 3 through 10) provides additional detail regarding certain notices that
must be provided to consumers, including notice of the categories of personal information to be collected and the
purposes for which it will be used, the right to opt out of sale of personal information, and �nancial incentives a
business may o�er in exchange for consumers’ personal information.

All notices given to consumers must comply with the following requirements:

Easy to read and understandable to the average consumer

Avoid technical or legal jargon

Be in a noticeable and readable format, including on smaller screens, if applicable

Be available in all languages in which the business provides contracts, disclaimers, sale announcements and
other information to consumers

Be accessible to consumers with disabilities, or at a minimum provide information on how a consumer with a
disability can access the notice in an alternative format

Include all required information, or a link to the section of the privacy policy that contains the required
information.

Notice at Collection Categories of Personal Information Collected and Purpose (§ 998.305). 
At or before the time of collection, businesses must inform consumers of the categories of personal information
to be collected and the business or commercial purpose for which it will be used. In addition, a business that sells
personal information must provide a link titled “Do Not Sell My Personal Information” that links to a notice of
the consumer’s right to opt out. A business must provide a new notice if it intends to collect additional categories
of information not included in the original notice. Going even further, the regulations require a business that
plans to use the information for a previously undisclosed purpose to send out a new notice and obtain explicit
consent from the consumer to use the information for the new purpose.

Notably, the proposed regulations eliminate a business’s obligation to provide notice if the entity does not collect
information directly from a consumer. However, if a business will resell personal information, it must either
contact the consumer directly to provide notice and an opt-out opportunity or contact the source of the
information to obtain a signed attestation con�rming the source provided a compliant notice and obtain an
example of the notice.

Notice of Right to Opt Out of Sale of Personal Information (§ 998.306)

As noted above, a business that sells personal information must provide a “Do Not Sell My Personal Information
Link” at or before the time of collection, which leads the consumer to an opt-out notice. The opt-out notice must
contain a description of the right to opt out, the webform to be used in submitting a request to opt out,
instructions for any other method by which the consumer may submit their request, any proof required when a
consumer uses an authorized agent to exercise their right to opt out, and a link to the business’s privacy policy. A
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business that does not sell personal information must state in its privacy policy that it does not and will not sell
personal information.

Notice of Financial Incentive (§ 998.307)

A business o�ering a �nancial incentive in exchange for the retention or sale of a consumer’s personal
information must provide notice and explain such incentive so that the consumer may make an informed
decision on whether to participate. The notice must include a succinct summary of the incentive o�ered, a
description of the material terms of the incentive, an explanation of how the consumer can opt in to the
incentive, noti�cation of the consumer’s right to withdraw from the incentive at any time and how to exercise
that right, and an explanation of why the incentive is permitted by CCPA, i.e., a good-faith estimate of the value
of the consumer data to the business, and a description of the method used by the business to calculate the value
of the data.

Privacy Policy Content & Format (§ 999.308)

The proposed regulations would permit a privacy policy to substitute for detailed notices mentioned above so
long as the privacy policy contains all of the content required for those notices and the relevant portions of the
privacy policy are available at the required time for each notice. In any event, the privacy policy must be posted
online through a conspicuous link using the word “privacy” on the business’s website homepage or on the
download or landing page of a mobile application.

The privacy policy must include, among other things, the following information:

An explanation of the consumer’s right to know personal information collected, right to request deletion, right
to opt out of sale and right to non-discrimination

Instructions for submitting consumer requests for disclosure and deletion, the process for verifying those
requests including what information will be required, and how to designate an authorized agent to make
such requests on a consumer’s behalf (note: these requirements go beyond the text of the CCPA)

The categories of personal information the business has collected, disclosed or sold in the prior 12 months, as
well as the sources of the information, purposes for collecting it and categories of third parties with which that
information is shared

Statement of whether the business sells the personal information of minors under 16 years of age without
a�rmative authorization

A contact for questions or concerns about the privacy polices using a method normally used by the business to
interact with consumers

The date on which the privacy policy was last updated.

As noted above, the proposed regulations introduce privacy disclosures that go beyond those identi�ed in the
text of the CCPA. In addition to those emphasized above, another new privacy policy disclosure applies to entities
that collect the personal information of four million or more consumers. Such entities must disclose certain
metrics concerning the number of consumer requests received and average response time.

Handling Consumer Requests

In Article 3, the proposed regulations provide detailed guidance on how consumers must be able to exercise their
rights to know, deletion and opt-out requests, and how businesses must respond to those requests, including
two new timing requirements that are not present in the CCPA. This section also introduces obligations for
business’s training and recordkeeping with respect to consumer requests.

Methods for Submitting Requests (§ 999.312, § 999.315)
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Businesses must provide at least two designated methods for consumers to submit requests to know and
deletion, one of which “shall re�ect the manner in which the business primarily interacts with the consumer.”
Currently, the proposed regulations con�ict with one of the newly passed amendments by requiring all
businesses to provide a toll-free number. As noted in Section 1 above, AB 1564 exempts businesses that operate
exclusively online from the requirement to maintain a toll-free phone number. The proposed amendments
almost certainly will be amended to re�ect AB 1564. In any event, a business that operates a website must make
available to consumers an interactive webform for submitting a request to know.

The proposed regulations further require a business that receives a request to know or deletion via a method that
is not one of the designated methods to either treat the request as if it had been submitted in accordance with the
business’s designated manner or provide the consumer with speci�c direction on how to submit the request.

For requests to opt out of the sale of personal information, businesses are again required to provide two or more
designated methods for submitting requests, including, at a minimum, an “interactive webform” accessible via a
“clear and conspicuous link titled ‘Do Not Sell My Personal Information,’ or ‘Do Not Sell My Info’” on its website
or mobile application.

Responding to Consumer Requests (§ 999.313, § 999.315)

To start, the proposed regulations introduce several new timing requirements with respect to businesses’
response to consumer requests. First, within 10 days of receiving a request for information or deletion, a business
must con�rm receipt and explain to the consumer the procedures for identity veri�cation and request processing
as well as when the consumer can expect to receive a substantive response. Second, a business must respond to a
consumer's request to opt out of a sale of personal information within 15 days from date of receipt.

Requests to Know. The proposed regulations address security concerns surrounding responding to a
consumer’s request to know. For example, if a business is unable to verify a consumer’s identity, the business
“shall not disclose any speci�c pieces of personal information to the requestor and shall inform the consumer
that it cannot verify their identity.” Instead, the business must treat the request as a request for categories of
information, with its weaker veri�cation standard. Additionally, under the proposed regulations, covered
businesses cannot disclose sensitive data − such as Social Security numbers, driver's license or other
government ID numbers; �nancial account numbers; health insurance or medical identi�cation numbers;
account passwords or security questions and answers − in their response to a consumer request for speci�c
pieces of personal information.

The regulations also make clear that businesses must provide an individualized response to requests to
know categories of personal information collected, categories of sources and/or categories of third parties
rather than rely on general statements in the business’s privacy policy. However, if its response would be the
same for all consumers, the business may refer consumers to the privacy policy, provided that the privacy
policy contains all information required to be in a response to a request to know categories of information
collected and disclosed.

Requests to Delete. The regulations provide much-needed clarity concerning how a business can respond to
deletion requests by allowing a business to choose between one of the following options: (1) permanent
erasure from existing systems with the exception of archived or backup systems, (2) de-identi�cation of
personal information or (3) aggregation of the personal information. Signi�cantly, the regulations allow a
business to delay deleting personal information on archived or backup systems until the system is next
accessed or used. A business may deny a consumer’s deletion request if it is unable to verify the consumer’s
identity, although it must inform the consumer of the reason and then, importantly, treat the deletion request
as a request to opt out of sale.

Requests to Opt Out of Sale. Most notably, the regulations impose an obligation not found in the CCPA by
requiring businesses that sell personal information to forward any opt-out requests to any third parties to
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which they sold personal information in the previous 90 days. The business must further con�rm with the
consumer when this step has been completed. The third-party purchaser can continue to use the information
but cannot sell it. The regulations further make clear that an opt-out request need not be a veri�able consumer
request, although businesses can refuse to comply with requests if they have a “good faith, reasonable, and
documented belief” that the request is fraudulent and inform the requestor of that belief.

If a consumer wishes to opt back in to the sale of personal information, businesses must employ a two-step
process whereby the consumer makes an initial opt-in request, then separately con�rms the choice.

Service Providers (§ 999.314)

The regulations seemingly contradict the CCPA, which states that service providers do not need to reply to a
consumer rights request, by requiring service providers to provide a basis for denying such requests and inform
the consumer that it should submit requests directly to the business for which the service provider processes the
information. The regulations also clarify that an entity may be a service provider where it is collecting
information of consumers as directed by another entity.

Training & Recordkeeping (§ 999.317)

This section outlines speci�c training and recordkeeping requirements that demonstrate a business’s
compliance with consumer requests. Speci�cally, the proposed regulations require that the individuals tasked
with handling inquiries related to a business’s privacy practice or CCPA compliance be trained in all aspects of
the CCPA, including the proposed regulations and how to direct consumers to exercise their rights under the
CCPA and regulations.

To demonstrate compliance with the CCPA, the proposed regulations also specify recordkeeping requirements,
where required documentation should not be used for any other purpose. Generally, covered businesses must
document all CCPA-related consumer requests received and all responses to such requests for at least 24 months.
This recordkeeping can be in various formats (including ticket or log form) but must include the following:

The date of request

The nature of the request (e.g., know, deletion, opt-out)

The manner in which the request was made (e.g., in person, online)

The date of the business’s response

The nature of the response (e.g., complied, denied, partially denied)

If denied, the reason for denying the request.

Veri�cation of Requests

Perhaps the most helpful guidance of the proposed regulations, Article 4 provides detailed veri�cation guidance
for businesses receiving consumer requests under the CCPA.

To begin, Article 4 requires a covered business to develop a written veri�cation plan that documents the methods
the business will use to verify the identities of individuals who submit requests to know or delete personal
information. Generally speaking, the proposed regulations explain that the rigor of the method for veri�cation
should re�ect the sensitivity of the information requested. To that end, the proposed regulations provide some
general guidelines businesses should consider when implementing veri�cation procedures, including:

Matching the identifying information provided by the consumer to the personal information already
maintained by the business where feasible, and avoid collecting new personal information during the
veri�cation process
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Avoiding collection of personal information such as a Social Security number or driver's license number

Considering the type, sensitivity and value of personal information maintained by the consumer, risk of harm
to the consumer from unauthorized access or deletion, or likelihood that the request is fraudulent or
malicious.

Veri�cation for Password-Protected Accounts (§ 998.324)

Where a business maintains a password-protected account with the consumer, the proposed regulations allow
the business to verify the consumer’s identity through the business’s existing authentication practices for the
consumer’s account, but must require the consumer to re-authenticate themselves in another manner
consistent with the type, sensitivity and value of the information to the consumer. However, if the business
suspects fraudulent activity, it must require additional veri�cation.

Veri�cation for Non-accountholders (§ 998.325)

Requests to Know. The regulations provide that a more rigorous veri�cation process should apply to more
sensitive information. That is, businesses should not release sensitive information without being highly
certain about the identity of the individual requesting the information. For example, veri�cation procedures
for requests to know categories of personal information need obtain only a “reasonable degree of certainty,”
which “may include matching at least two data points provided by a consumer” with reliable data points
maintained by the business.

Requests for speci�c pieces of personal information, on the other hand, require businesses to verify the identity
of the consumer with a “reasonably high degree of certainty.” The regulations provide an example of what
may constitute a “reasonably high degree of certainty”: (a) matching three pieces of personal information
provided by the consumer with personal information maintained by the business, along with (b) obtaining a
signed declaration under penalty of perjury that the requestor is the consumer whose personal information is
the subject of the request. (Businesses are to maintain all such signed declarations as part of their
recordkeeping responsibilities.)

Requests to Delete. For deletion requests, businesses are to use either a “reasonable” or “high” degree of
certainty depending on the sensitivity of the personal information and the risk of harm to the consumer posed
by any unauthorized deletion. As an example, the regulations explain that a request to delete family
photographs would require a “high” level of certainty, as opposed to a request to delete browsing history,
which would require a “reasonable” level of certainty.

Where a business concludes that there is “no reasonable method” by which it can verify the identity of the
consumer to the degree of certainty required, the business must say so in response to the request. If the
business will never have a reasonable method to verify consumer requests, it must explain why it has no
reasonable method by which it can verify the identity of the requestor in its privacy policy. Meaning, if a
business only collects certain limited technical information about site visitors and it is unable to match such
information to particular individual consumers, it may state so in its privacy policy and in response to
consumer requests under the CCPA. The business must revisit this conclusion on a yearly basis.

Authorized Agents. The regulations do not provide detailed guidance on levels of veri�cation required from
authorized agents. Rather, absent the agent having a valid proof of attorney, the regulations simply state that
a business may require a consumer to verify their identity directly with the business, even when it wants to use
an authorized agent. Businesses can further require agents to present written proof of authorization and may
deny the agent’s request if they fail to do so.

Key Takeaways

ADVERTISEMENT ADVERTISEMENT



4/30/2021 California's CCPA Coming Soon Jan 1, 2020

https://www.natlawreview.com/article/california-consumer-privacy-act-effective-january-1-update 8/11

Despite the fact that the amendments and proposed regulations �ll in some major gaps in the CCPA, there
remain, unfortunately, many unanswered questions. However, given the rapidly approaching e�ective date,
businesses should begin comparing their current compliance programs against the proposed regulations and �ve
amendments to determine whether their programs are in compliance with CCPA requirements, or if updates are
needed. Most notably, businesses without a written veri�cation procedure or CCPA-speci�c training policies
must evaluate the procedures and training necessary under the attorney general’s guidance, and begin drafting
compliant policies and procedures that can be adjusted and adapted easily as the CCPA remains in �ux.

The regulations are not �nal. The attorney general scheduled public hearings on December 2 (Sacramento),
December 3 (Los Angeles), December 4 (San Francisco) and December 5 (Fresno) to hear comments. Written
comments will be accepted by the attorney general until 5:00 p.m. PT on December 6, 2019. Interested parties
may submit written comments via email to PrivacyRegulations@doj.ca.gov or by mail to Privacy Regulations
Coordinator, California O�ce of the Attorney General, 300 South Spring Street, First Floor, Los Angeles, CA
90013.

The �nal regulations are expected to be released in early 2020 and will be enforced by the O�ce of the Attorney
General beginning in July 2020.
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